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ABSTRACT

A number of techniques are there to converse securely. Encryption and cryptography are enabling us
to have a secure conversation. To protect privacy and communicate in an undetectable way it is
required to use some steganography technique. This is to hide messages in some other media
generally called cover object. In todays digital world where images are a common means of
information sharing, most of the steganography techniques use digital images as a carrier for hiding
message. In this paper a LSB based technique is proposed for steganograpgy. This technique is
different from standard LSB technique that along with message hidden in LSB bits a part of message
also resides at other selective bits using a key. The method is developed to increase the payload

capacity and make detection impossible.
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I. INTRODUCTION

Hiding sensitive information within usual
communications is an art termed 'Steganography'. It
is one of the fundamental ways in which information
can be kept confidential. For instance, by hiding
covert messages within other, messages, the chance
of the communication being detected is reduced. The
original message is usually encrypted and then
hidden within a carrier text, image or other file,
producing the stego-text or hidden data. It should be
noted that the main goal of steganography is to
communicate securely in a completely undetectable
manner [1]. Steganography also plays a major role in
the associated technology of digital image
watermarking. Images are the most widespread
carrier medium [2]. Here, a stego tool modifies data
in such a way that the image is still visible through
an applied watermark, but there is no way to remove
this watermark without destroying the image. When
the message is hidden in the carrier a stego-carrier is
formed for example a stego-image. Hopefully it will
be perceived to be as close as possible to the original
carrier or cover image by the human senses. The
sender (or embedder) embeds the secret message to
be sent into a graphic file (the cover image or the
carrier). This results in the production of what is
called a stego-image. Additional secret data may be
needed in the hiding process e.g., a stegokey[4,5].
Cryptography and steganography can be used
together. As cryptography only transforms the data
into gibberish form and transmits it, it tends to

attract the intruders attention. On the other hand
steganography made the task of the intruder even
more difficult by hiding the very existence of the
secret data. However, steganography could be a
failure even if the presence of secret data is detected.
Thus to enhance the security of communications over
covert channels, it is proposed to first encrypt the
secret data using a suitable encryption algorithm,
compress it and then embed it into a cover using an
appropriate steganographic method[6]. If compressed
the message will take up far less space in the carrier
and will minimize the information to be sent. The
random looking message which would result from
encryption and compression would also be easier to
hide than a message with a high degree of regularity.
Therefore encryption and compression are
recommended in conjunction with steganography [7].
One of the earliest methods to discuss digital
steganography is credited to Kurak and Mc Hugh
[8], who proposed a method which resembles
embedding into the 4 LSB,s (least significant bits).
Miaou et al. [9] present an LSB embedding
technique for electronic patient records. Nirinjan and
Anand [10] and Li et al. [11] also discuss patient data
concealment in digital images. This paper proposes
an improved LSB(least Significant bit) based
Steganography technique for images imparting better
information security. It presents an embedding
algorithm for hiding encrypted messages in pixel
locations in LSB and some selected bit positions
determined by a key. The encryption and
compression are eliminated in this scheme. The
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proposed approach is to achieve a better payload
capacity and PSNR value.

1. METHODOLOGY
Steganography involves hiding data in an covert
message and doing it in such a way that it is difficult
for an opponent to detect and difficult to remove.
Least Significant Bit (LSB) embedding is a simple
strategy to implement steganography.

KEY

Stego-mage

Figure :-1 image steganography process

Like all steganographic methods shown in figure-1 it
embeds the data into the cover so that it cannot be
detected by a casual observer. The technique works
by replacing some of the information in a given pixel
with information from the data in the image. While it
is possible to embed data into an image on any bit-
plane, LSB embedding is performed on the least
significant bit(s). This minimizes the variation in
colors that the embedding creates. This schemes
works for grayscale as well as RGB images. For
example, embedding into the least significant bit
changes the color value by one. Using higher order
bits for embedding message distorts the image to a
greater extent thus loosing the purpose. In case
embedding is performed on the least significant
pixel,it will increase the the likelihood of detection.
In a LSB embedding, some information is always lost
from the cover image. This is an effect of embedding
directly into a pixel. LSB algorithms have a choice
about how they embed that data to hide. They can
embed losslessly, preserving all information about
the data, or the data may be generalized so that it
takes up less space. Digital images are represented as
arrays of pixel values. A pixel is a point of an image.
For a grayscale image there exists only one matrix
containing grayscale level values for each pixel of
image. When dealing with the RGB images there are
three matrics each for red(R), green(G) and blue(B)
colors. Capacity of RGB image is therefore high as a
large number of LSB positions are present for
embedding data. The numeric value of each pixel is
stored in bytes and represents a digital color. Each of
the bytes defines the amount of light intensity in each
of the primary colors: red, green, and blue (RGB)
and can hold values from 0 to 255 (values which can
be stored in 8 bits 28 ). For example, 255 for the red
value and 0 for the blue and green will render the
color red. Other values close to 255 for the red

component and 0s for the blue and green will also
render a shade of red which may appear to be the
same color to the human eye.

The proposed algorithm uses the LSB
locations in the image along with some predefined bit
positions in image. The predefined bit locations are
decided by a digital key. This key is only known to
the sender and the receiver. The key embeds the
information at specific locations. To retrieve the
message at receiver end this key is again required. In
standard LSB staganography where the key is used
only for extracting the message in our algorithm this
key performs two operations i.e. retrieving the
message in LSB bits along with the data hidden in
specific locations other than LSB positions.

Load original image & input secret msg.
Convertinto binary

v

Create a matrix using image
Binary values mxn

v

Create a matrix for secret messege
Using dual key (pxg dimension)

!
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Convertmessage
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LSE marix & secret message

v

Write Image file

]

END

Figure:-2 flowchart for the proposed protocol.
The key is actually a combination of two keys one
part belongs to LSB data extraction and the other
required to extract data from specific bit locations.

I1l. RESULT & CONCLUSION

In LSB based steganography LSB positions can
be used for hiding information. It is easy for any
eavesdropper to corrupt the data by just manipulating
the LSB in pixels values. In this proposed method as
selective bit postions definded by key and LSB are
used for hiding data. The key is selected in a way to
optimize the PSNR value. It becomes much difficult
to detect and extact data. Along with this the payload
capacity is also increased.
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